INST 364
Fall 2018

Human-centered Cybersecurity
Course description

Cybersecurity is fundamentally a problem of human interaction with
technology, but its technical challenges are better understood than its
human challenges. This course is designed to give you an overview of
human interactions with cybersecurity technology, from users to system
designers. Using the information gleaned in this course, you should be
able to make better predictions about how people react to cybersecurity
policies and tools, and how those reactions shape organizational
behavior. The earlier part of the course focuses on explanations for
behavior, while the later parts of the course focus more on the
development and evaluation of tools for assisting people in
cybersecurity.
This course is a seminar, and it will involve discussion both online and
in class. I will provide some suggested readings, but I will also expect
you to look for information on the topics on your own to answer the
discussion questions.

Learning Objectives
Upon completion of the course, you should be able to:
1. Map frameworks for understanding human behavior to
cybersecurity situations
2. Generate hypotheses about what people will do in specific
cybersecurity contexts
3. Design cybersecurity tools and policies based on predicted
human behavior
4. Evaluate the consequences of cybersecurity tools and policies
based on predictions about human behavior
5. Analyze ethical and equity issues in use of cybersecurity
technologies

Required Resources

Dr. Susan G. Campbell
susanc@umd.edu
she/her

Class meets
Tuesday/Thursday
3:30 PM – 4:45 PM
SYM 0215

Office hours
Tuesday/Thursday
1:30 PM – 2:30 PM
PTX 1109G

Prerequisite:

INST 201/301

Corequisite:
INST 352

Course communication

I will announce any changes to the
syllabus or other important
information on ELMS. You may
choose to have such
announcements sent to you in your
preferred manner through the
ELMS interface.
To contact me, please send me an
email at the address above and I
will get back to you within 24
hours. If the communication is less
urgent, feel free to message me on
ELMS.

Course website: https://umd.instructure.com/courses/1253836
Required readings will be available from University Libraries or online
sources. If they are not available or findable, please let me know.
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Expectations and grading procedures
Composition of percentage grades
Class participation and in-class assignments: 10%
This mark assesses attendance and engagement with in-class activities. I expect you to come to class prepared,
having done any assigned reading and exercises, and I may ask you questions either orally or in short in-class writing
assignments.
Homework and online discussion: 10%
There will be online discussion questions posted throughout the semester. More than one question may be posted
in a week. You will be evaluated on your participation in those discussions. I will select 12 questions to grade, and
the lowest two of these discussion grades will be dropped.
Discussion questions may cover upcoming topics or summarize prior topics. On each discussion, you are expected
to provide both an initial response to the question and a response to a fellow student’s point. Responses should be
at least a paragraph. You may use information from as many outside sources as you like, as long as you cite those
sources in your response (for instance, by providing the URL of the article). If you attach images, please make sure
they have appropriate alt-text.
Mid-term exams: 10% and 15%
There will be two take-home mid-term exams on ELMS, with a 2-hour time limit each. They may cover any course
material. The higher of the two scores will be weighted as 15% of your grade and the lower will be weighted 10%.
Final exam: 25%
The final exam will be take-home with a 3-hour time limit and will be due at the university-scheduled time. It may
cover any material from the course.
Final paper/project: 30%
You will work on multiple components of a project, which may be a programming project or paper on a topic of
your choice, throughout the semester. I will provide a project/paper assignment by the first exam. The components
will be scored separately, and the component scores will sum to 30%.

Converting percentage grades to letter grades
I follow the standard practice in converting percentage grades to letter grades, as listed in the table below.
Percentage Letter
Points
97+
A+
4.0
94-96
A
4.0
90-93
A3.7
87-89
B+
3.3
84-86
B
3.0
80-83
B2.7
77-79
C+
2.3
74-76
C
2.0
70-73
C1.7
67-69
D+
1.3
64-66
D
1.0
60-63
D0.7
<60
F
0.0
9/12/2018
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Course procedures and policies

This syllabus is subject to change. I will notify you in advance of important changes that could affect grading or
assignments.

Attendance and absences

This class is structured as a seminar, and I expect you to attend and participate in each class meeting, both for your
benefit and for the benefit of your classmates. Please inform me in advance of absences if possible. Prolonged
absence from class may affect both your understanding of the material and your participation grade.
If you are going to miss an exam due to an unavoidable obligation, please inform me in advance so that we can
schedule an earlier exam date. If you miss an exam due to a medical issue, please provide me with a note from a
doctor or a self-signed note. I will provide a make-up exam if necessary.
Official UMD policy on attendance
Students are expected to inform the instructor in advance of medically necessary absences, and present a self-signed
note documenting the date of the missed class(es) and testifying to the need for the absence. This note must include
an acknowledgement that (a) the information provided is true and correct, and (b) that the student understands that
providing false information to University officials is a violation of Part 9(h) of the Code of Student Conduct.
Prolonged absence or illness preventing attendance from class requires written documentation from the Health
Center and/or health care provider verifying dates of treatment when student was unable to meet academic
responsibilities.
Absence due to religious observance will not be penalized, however, it is the student’s responsibility to notify the
instructor within the first 3 weeks of class regarding any religious observance absence(s) for the entire semester.

Late assignments
I expect you to turn assignments in on time. If you must turn an assignment in late for a reason that is not covered
by the excused absence policy and you have not arranged with me to turn it in late, I will take off 10% per day that
the assignment is late. Discussion questions will receive no credit, as the lowest two discussion questions are
dropped already.

Academic integrity
This course is designed to be collaborative; you are welcome to discuss any assignment with your classmates, but if
an assignment is not explicitly listed as a group effort, you are expected to produce your own final product. For
exams, you may collaborate on study materials, but you are expected to answer exam questions on your own. If you
have questions about this distinction, please let me know. I take academic dishonesty very seriously, and work that
is not your own does not demonstrate the understanding necessary to count for an assignment.
The student-administered Honor Code and Honor Pledge prohibit students from cheating on exams, plagiarizing
papers, submitting the same paper for credit in two courses without authorization, buying papers, submitting
fraudulent documents and forging signatures. On every examination, paper or other academic exercise not
specifically exempted by the instructor, students must write by hand and sign the following pledge:
I pledge on my honor that I have not given or received any unauthorized assistance on this examination (or
assignment).
Allegations of academic dishonesty will be reported directly to the Student Honor Council:
http://www.shc.umd.edu
9/12/2018
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Students with disabilities

The University of Maryland is committed to providing appropriate accommodations for students with disabilities.
Students with a documented disability should inform the instructors within the add-drop period if academic
accommodations are needed. To obtain an Accommodation Letter prepared by Disability Support Service (DSS), a
division of the University Counseling Center, please call 301- 314-7682, e-mail dissup@umd.edu, or visit the
Shoemaker Building for more information.

Writing center

To help you with writing assignments, peer consultants are available in the Writing Center, 1205 Tawes Hall. The
consultants can help you with all aspects of your writing process, from generating ideas to organizing your thoughts
to revising your prose. Check the website for current semester hours. Daytime hours include both appointments
and walk-in (call 301-405-3785 for a 30 or 60 minute appointment), while evening hours are walk-in only. To make
an appointment, go to umd.mywconline.com. The Writing Center also maintains limited walk-in hours in 2101
McKeldin Library.

Copyright notice
Class lectures and other course materials are copyrighted and may not be reproduced for anything other than your
personal use without the permission of the course instructor. Course materials are the property of the course
instructor – do not sell them, do not post them on a website. Be aware that copyright infringements may be referred
to the Office of Student Conduct.
As a student, you own the work that you create as part of your University academic and research activities.

Emergency protocol

If UMD is closed for an extended period of time, the class will be conducted online using the course management
website listed on the first page.

Course evaluations

Course evaluations are a part of the process by which the University of Maryland seeks to improve teaching and
learning. Your participation in this official system is critical to the success of the process, and all information
submitted to CourseEvalUM is confidential. (Instructors can only view group summaries of evaluations and cannot
identify which submissions belong to which students.)

Sexual misconduct

By university policy, I must report any sexual misconduct directed at or perpetrated by a student that I hear about to
the university. Sexual misconduct does not just cover assault, and includes such things as stalking, threats of assault,
and covert creepy photography. (Sadly, I cannot report all of Twitter.) Please keep that in mind.
The University of Maryland is committed to providing support and resources, including academic accommodations,
for students who experience sexual or relationship violence (as defined by the University’s Sexual Misconduct
Policy). To report an incident and/or obtain an academic accommodation, contact the Office of Civil Rights and
Sexual Misconduct at 301-405-1142. If you wish to speak confidentially, contact Campus Advocates Respond and
Educate (CARE) to Stop Violence at 301-741-3555. Disclosures made to faculty are not confidential and must be
reported to the Office of Civil Rights and Sexual Misconduct. For more information visit
https://ocrsm.umd.edu/sexual-misconduct/.

Diversity and inclusion

I expect you to treat your classmates with respect, and I expect you to consider that other people may have
perspectives and experiences that differ from your own.
9/12/2018
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The University of Maryland values the diversity of its student body. Along with the University, I am committed to
providing a classroom atmosphere that encourages the equitable participation of all students regardless of age,
disability, ethnicity, gender, national origin, race, religion, or sexual orientation. Potential devaluation of students in
the classroom that can occur by reference to demeaning stereotypes of any group and/or overlooking the
contributions of a particular group to the topic under discussion is inappropriate.

Electronic devices in the classroom

I expect that you will pay attention to class when class is in session, and especially when your peers are speaking. To
that end, I expect you to manage your electronic devices so that they do not ring in class, and I expect you to use
those devices in a way that enhances the class, rather than distracting from it.

9/12/2018

5

INST 364 Fall 2018

Course schedule
Week Date

Topic
Due
1 8/28 Course intro
8/30 Cybersecurity ecosystem & stakeholders
Discussion 1
2 9/4
9/6
Economic theories
Discussion 2
3 9/11
9/13
Discussion 3
4 9/18 Heuristics and biases
9/20
Discussion 4
5 9/25 Bounded rationality
9/27
Discussion 5
6 10/2 Signal detection
10/4
Discussion 6
7 10/9 User mental models
Exam 1
10/11
Discussion 7
8 10/16 Social engineering
10/18
Discussion 8
9 10/23 Game theory and exploitation
Project topic proposal
10/25
Discussion 9
10 10/30 Information search
11/1
Discussion 10
11 11/6 Interaction design
11/8 No class – NICE Conference
Exam 2 (4:45 PM)
12 11/13
Project draft
11/15
Discussion 11
13 11/20
11/22 No class – Thanksgiving recess
14 11/27 Cognitive engineering
Discussion 12
11/29
15 12/4 TBD
Final project
12/6
Discussion 13
16 12/18 Final exam due 10:30 AM
Final exam (10:30 AM)
All assignments and discussions are due by the beginning of class (3:30 PM) unless otherwise stated.
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